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Abstract

In this study, the authors' deep learning methods can be used to optimize an IoT-based big data
analytics architecture in an edge-cloud based computing environment, particularly in the context of
anomaly detection. The Internet of Things (IoT) creates a vast amount of data, which poses issues of
real-time decision making, congestion, and security. The traditional methods are inadequate because of
latency, bandwidth restrictions, and lack of security measures. Using deep learning models, it captures
temporal dependency, spatial pattern, and improves classification accuracy thus, detecting anomalies
and network attacks in real-time. Moreover, the implementation of edge computing further minimizes
the network traffic and processing latency by bringing computation closer to the data points, which
enhance efficiency and privacy. The deep learning-based approach not only improves the ability to detect
anomalies but also optimizes resource usage, lowers latency, and lowers energy consumption, making it
a scalable and secure solution for big data analytics in IoT applications, including smart cities and
industrial automation.
Keywords: IoT, bigdata, anomaly detection, edge computing, security and vulnerabilities.

Introduction

Internet of Things (IoT) has changed the way things communicate and interact. Through
IoT, smart devices can communicate with other devices and the Internet, and be organized,
managed and controlled remotely, using unique digital identifiers [27]. This has inspired the
development of creative, innovative and intelligent applications like automated health care,
self-driving cars, intelligent agriculture, crowd management, and crowdsourcing [3-5].
Moreover, edge computing has emerged as a strategy to move processing towards the edge of
the network and the data sources [67. It enables IoT devices to collect environmental data
and facilitates crucial data analysis for implementing smart systems [7], as shown in Figure
1. By bringing computation to the edge of the network, edge computing plays a key role in
cutting down on network traffic and latency [87.

EDGE COMPUTING

cLoub DATA CENTER
o=
=Ty
LT

EDGE COMPUTING PLATFORM

MACHINE
TO MACHINE

l ((i)) I

® o

HVAC FLOW
SYSTEM METER

REALTIME
TA

& @

B O S &

CONNECTED  INDUSTRIAL
VEMICLE ROBOT

DA

T
)

W

SECURITY NETWORK
CAMERA TOWER

EDGE DEVICES OR 10T

Figure 1. Edge Computing Architecture for IoT devices
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Although these developments are commendable, there are still a number of challenges with IoT-enabled big data
analytics, especially regarding edgecloud architectures. These include slow reaction time, high bandwidth costs, high energy costs
and poor security [107]. Despite this progress, there are challenges to overcome to implement IoT-based big data analytics,
especially in edgecloud computing architectures, due to privacy concerns. These encompass slow reaction times, high bandwidth
costs, high energy use and insufficient security [107. Another privacy issue is that of data being uploaded to the cloud, Solutions
that have been adopted to solve these problems include the use of cloud and edge computing. Cloud computing provides a scalable,
available and storage option that's perfect for data analytics and Artificial Intelligence (Al) training. But it is high latency and has
to be constantly maintained. The scalability and redundancy which cloud systems offer, on the other hand, are lacking in edge
computing, which is constrained in processing power and offers less privacy protection [127]. These methods may vary depending
on individual use cases and needs. Therefore, the study is focused on incorporating IoT with big data analytics in the edgecloud
systems, and proposing the deep learning-based techniques for anomaly detection. Deep Learning is more and more useful for big
data analysis due to its capacity to analyse labelled and unlabeled data [137. It can construct hierarchical representations from
lower-level inputs, which allows it to analyze different types of data, such as text, images and videos, effectively [147]. The
proposed method would attempt to deal with a large amount of real time data, the problems of many real data sources. The
research uses deep learning methods to identify patterns and representations in an IoT Botnet Dataset that is cleaned, aiming to
enhance the ability of network attacks and anomaly detection. This study is centered on creating a framework to enhance the
utilization of big data analytics through the application of deep learning while taking into account security mechanisms in order to
ensure the secure and real-time transmission and processing of data in distributed edge-cloud architectures. Plus, it seeks to reduce
latency and energy usage in hybrid cloud and edge setups.

Therefore, the aim of this study is to address the limitations of these conventional approaches and enhance the performance of the
IoT big data analytics in edge-cloud system, specifically for the anomaly detection problem using the power of deep learning.

Related Works

With the advent of the Internet of Things (IoT), the possibilities are endless as our society and industrial sectors become
smarter and more connected through intelligent IoT technology and automation, as well as real-time data exchange. Initial
research work had mainly been centered on smart environments like healthcare, industrial automation, social networking, supply
chain management etc., inclusion of IoT technologies in these environments. Evtodieva et al. explored how IoT can enhance
intelligent supply chain management, focusing on automation and operational efficiency with connected devices and informed
decision-making. Likewise, Baker et al. studied smart healthcare systems based on IoT, which enabled more convenient access to
healthcare services and patient management, thanks to the use of wearable sensors and remote monitoring capabilities. These
research works highlighted the significance of IoT in the development of intelligent systems, but they also showed that it is
difficult to scale up, connect to and communicate with a large number of different devices. As more and more data was generated,
researchers started to seek ways to incorporate a big data analytics and machine learning approach to support intelligent decision
making and predictive analysis. Piccialli and Jung examined the diffusion of customer experience through big data analytics on
social networking services and L’heureux et al. explored the difficulties of machine learning in big data environments. These works
highlighted the importance of having advanced analytics tools and methodologies that can handle large and complex datasets
coming from IoT systems. Furthermore, Tannahill et al.'s work on the use of big data analytics for system-of-systems engineering
highlighted the increasing role of data-driven architectures in large scale distributed systems. While these studies offered valuable
insights into the use of intelligent analytics, challenges like high computational complexity, data heterogeneity, and real-time
processing limitations persisted. Edge Computing and Fog Computing architectures emerged as efficient alternatives to the
centralized cloud computing approach to solve latency and bandwidth limitations issues in IoT systems. The vision and challenges
of edge computing were introduced by Shi et al., who pointed out that edge computing has the ability to process data near the end
devices for a low-latency application. Ghosh and Grolinger followed this idea by also combining edge-cloud computing with deep
learning approaches to IoT data analytics. Roman et al. also carried out an extensive survey of the security threats and challenges
in edge and fog computing environments. Overall, the studies have shown that edge computing can help to enhance real-time
analytics, alleviate network congestion, and facilitate intelligent IoT applications. But resource limitations, task scheduling,
security risks, and effective orchestration of distributed edge nodes remain a challenge in research. MWith the surge in IoT-
connected devices and new cyber threats like botnets, anomalies, and distributed denial-of-service (DDoS) attacks, cybersecurity
has emerged as one of the most critical concerns in IoT ecosystems. Many researchers suggested anomaly and botnet detection
methods with the machine learning and deep learning techniques in IoT networks. Hasan et al. and Ahmad et al. proposed machine
learning and deep neural network-based anomaly detection approaches to detect malicious activities in IoT architectures. To
detect bots Akash et al. used random forest classifiers along with independent component analysis and Haq, Khan proposed the
deep neural network-based botnet classification framework, DNNBoT. Moreover, Kim et al. used recurrent neural networks
(RNN) and long short-term memory (LSTM) models for analyzing the features of the IoT botnets, while Ur Rehman et al.
proposed the use of GRU based approaches for DDoS attack detection. Many of these techniques had high computational demands,
required large training sets and were poor at adapting to changing attack patterns, but some showed good detection accuracy. The
research on developing lightweight, intelligent and adaptive security frameworks for resource constrained IoT and edge
environment has been an increasing focus recently. Xin et al. suggested deep autoencoder based anomaly detection techniques for
[oT traffic classification and Bajao and Sarucam discussed hybrid deep learning, which uses CNN, LSTM and GRU for IoT threat
detection. Pektas and Acarman highlighted the importance of using proper feature selection methods in network flow-based botnet
detection for efficient classification performance and minimizing false positive rates. While these sophisticated methods have
enhanced the precision of IoT security solutions, there are still numerous challenges, including model explainability, energy
efficiency, real-time deployment and scalability. Thus, existing research trends have shown the need for an integrated edge-based
intelligent security framework that can provide low latency, adaptive and low energy consumption threat detection in dynamic
[oT environments.
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Problem Statement

Insufficient exploration regarding the incorporation of state-of-the-art feature selection methodologies to improve the feature
engineering phase for IoT botnets detection [157. Lack of research efforts on developing a hybrid deep learning classifier model
for IoT botnets detection to improve the robustness of the system [187. Lack of comprehensive metrics to evaluate the
performance of deep learning models used for IoT botnets detection apart from accuracy [177].

Research Objectives

To design a robust IoT botnet detection framework based on a hybrid deep learning classification algorithm under the edge-cloud
computing paradigm. To improve the feature selection phase for botnet detection through PCA and RFE approaches to ensure
that only the most important features are selected for analysis.

Methodology

This section outlines the dataset and techniques used in developing a robust IoT botnet detection system using a hybrid deep
learning model.

1. Dataset Description

The analysis was carried out using the "IoT Botnet Dataset" that has been made public, which consists of rich internet transaction
data with multiple features for each transaction. The features consist of unique identification numbers, time stamps, flow state,
protocol, source IP and ports, destination IP and ports, number of packets, number of bytes, transaction states, and timing
information. In addition, statistics concerning the number of connections by IPs are provided, average rates for each protocol and
IP, traffic categories, and classification feature as well as the target variable known as Attack, where 0 means non-malicious and 1
indicates malicious. This comprehensive dataset is mainly applied for training and testing deep learning models to detect
intrusions in [oT botnets [207][217].

2. Technique used

The techniques employed in the current study in relation to feature extraction, feature selection, and classification are outlined
below. These techniques have been selected due to their scalability for handling huge Internet of Things (IoT) botnet datasets and
capturing time-series features.

(i) PCA

It is a technique used to transform high-dimensional datasets into fewer dimensions that consist of independent variables. This
transformation process maintains much of the variability present in the dataset, capturing its inherent structure. PCA is chosen as
a technique for feature selection since it simplifies the IoT botnet dataset by considering only the important features, thus
increasing model efficiency and accuracy [227].

(ii) RFE

It is employed for selecting features so that the feature set derived from the PCA is further refined. The backward elimination
method removes the least important features repeatedly until the final model uses only the essential features. It ensures that the
final model is efficient and effective through RFE as it minimizes overfitting and retains only the impactful features for detecting
botnets [237.

(iii) Long Short-Term Memory (LSTM)

The purpose of the LSTM model is to incorporate long-term dependencies into the model since it avoids the issue of the vanishing
gradient. The model works because the IoT traffic has dependencies over time, and also the behavior of botnets changes over time.
LSTM allows the model to detect these dependencies that enable it to detect attacks [24].

(iv) Gated Recurrent Unit (GRU)

The application of GRU is because it can detect the dependencies that exist over time in the form of sequences within IoT traffic.
Botnets normally conduct attacks at different times, and the GRU network can identify the sequence over the various time steps in
detecting botnet attacks [257.

(v) CNN

The application of this machine learning method improves the classification process by identifying the spatial patterns and
localized features within the input dataset. The use of CNN is especially helpful since it excels in the identification of complicated
patterns within the given dataset and hence becomes instrumental in the identification of botnet activities in the internet of things
environment [267]. In addition to the advantages offered by the use of LSTM and GRU techniques, CNN provides further
strength in terms of extracting the features from the input data. The use of these techniques is justified due to their efficiency in
handling the problems associated with IoT botnet detection processes.

Implementations

The methodology begins with the collection of an IoT botnet dataset, which is subjected to a thorough data
preprocessing phase. This involves data cleaning to remove any corrupt or irrelevant entries and normalization to scale the
features, ensuring that no individual feature dominates the learning process due to its magnitude. Furthermore, missing values are
carefully handled, either by imputation or removal, to ensure a complete and consistent dataset for further analysis. After
preprocessing, feature extraction is performed using PCA, it ensures that the most informative features are extracted, enhancing
the model's ability to learn from the data without being overwhelmed by irrelevant or redundant features. Once feature extraction
is complete, the dataset undergoes further feature selection using RFE. It refines the feature set, ensuring that only the highly
relevant features are retained for classification. After feature extraction and selection, the dataset is divided into training and
testing sets. The classification model used is a hybrid approach combining three powerful Deep Learning methods: LSTM, GRU,
and CNN. LSTM is used to handle the classification task, effectively capturing long-term dependencies and patterns within the
IoT traffic data. The GRU component is incorporated to capture the temporal dependencies in the IoT traffic data, which is
important because botnet behaviour often evolves. The CNN component is utilized to extract spatial patterns and local features
from the network traffic data, helping to identify intricate patterns or anomalies within the data that are indicative of botnet
activities. Finally, the performance of the employed model is evaluated using appropriate performance analysis metrics to validate
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its ability to detect IoT botnet attacks effectively. The combination of these methods ensures a powerful, accurate, and robust
botnet detection system that leverages both sequential and spatial data features for enhanced detection accuracy.

Conclusion And Future Scope

This research validates that deep learning can assist in building an effective big data analytics architecture using IoT
devices operating in an Edge-Cloud environment, using anomaly detection methods as an example. IoT systems create large
amounts of data which results in several problems when it comes to real time processing, network congestion, and security of the
data generated. In general, traditional methods are unable to overcome these difficulties caused by latency, limited bandwidth,
and/or lack of security. Through the use of various deep learning models, we are able to build a framework that captures temporal
dependencies, detects spatial relationships, and improves the accuracy of anomaly classifications, allowing us to detect anomalies
and/or network attacks in real time. The addition of using edge computing in this framework will reduce the amount of network
traffic and help to reduce the time it takes to process all of the data being generated by moving computation closer to the actual
point of data generation, thus increasing overall efficiency and privacy for the systems. Furthermore, applying this deep learning-
based framework leads to improvements in detecting anomalies and optimising resource allocation, reducing latency, and
decreasing energy consumption, making it a scalable and secure approach for developing big data analytics processes using IoT
devices in multiple contexts including smart cities and industrial automation. Future studies may include expanding this
framework to larger and more complex IoT networks, updating the types of Neural Networks used on the networks to include
advanced architectures such as transformers in order to improve anomaly detection accuracy. Finally, by exploring the use of
Federated Learning, more distributed and privacy preserving capabilities will be developed for detecting anomalies within IoT
networks. Lastly, optimizing the system for deployment on low-power IoT devices would help make this solution more scalable
and energy-efficient for real-world implementations in various industries.
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