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Abstract

Vehicle automation has been a major research focus within Intelligent Transportation Systems
(ITS) since the 1980s. For many years, automated driving was considered impractical because of
limitations in sensing, computation, and system reliability. However, recent advancements in self-driving
technologies and strong commitments from automobile manufacturers indicate that automated vehicles are
approaching real-world deployment. Simultaneously, transportation systems have increasingly adopted
connected vehicle technologies, referred to as connected vehicles in the United States and cooperative
Intelligent Transportation Systems (C-ITS) in Europe. These technologies rely on wvehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) communications to exchange critical information for traffic
management and safety applications. Despite pursuing similar objectives, automated vehicle technologies
and cooperative ITS have largely evolved as separate fields of research. Their integration is essential for
improving the decision-making, efficiency, and overall safety of automated vehicles. However, increased
connectivity significantly expands the attack surface, exposing vehicles to various cybersecurity threals.
Automated and cooperative vehicles depend heavily on software, sensors, and communication networks,
making them wvulnerable to cyberattacks that may compromise safety-critical functions. This study
investigates security threats specific to automated vehicle systems and analyzes the vulnerabilities affecting
both autonomous and cooperative automated vehicles. The findings highlight the need for higher levels of
redundancy and robust security mechanisms to ensure safe and reliable operations. This study aims to
raise awareness of the challenges of cyber security and promote the early inclusion of security
considerations in the design of future automated vehicle systems.
Index Terms: Automated vehicles, intelligent transportation systems (ITS), connected wvehicles,
cooperative ITS, vehicle-to-vehicle communication (V2V), vehicle-to-infrastructure communication (V2l),
cyber security, transportation safety.

Introduction

Intelligent Transportation Systems (I'TS) have been an active area of research since
the mid-1980s, with vehicle automation representing one of its most ambitious and
transformative goals. For decades, automated driving has been largely considered a long-term
or futuristic vision, constrained by limitations in sensing, computing, and system reliability.
However, in recent years, rapid advances in sensing technologies, artificial intelligence, and
embedded systems have significantly accelerated this progress. The emergence of commercially
tested self-driving vehicles and public announcements by major automobile manufacturers have
shifted vehicle automation from a theoretical concept to real-world deployment. In parallel with
automation, the intelligent transportation system (I'T'S) community has increasingly focused on
vehicle connectivity. Concepts such as connected vehicles in the United States and cooperative
IT’S in Europe emphasize the exchange of information through vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I/I2V) communication. These systems aim to enhance traffic
efficiency, safety, and situational awareness by allowing vehicles and infrastructure to share
real-time data with each other. Although both automated driving and cooperative ITS have
advanced independently, their integration remains limited despite their strong interdependence.
The convergence of automation and connectivity is expected to play a critical role in the future
of transportation. Cooperative communication can provide automated vehicles with information
beyond the capabilities of onboard sensors, such as hidden hazards, traffic conditions, and the
intentions of nearby vehicles.
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However, this increased reliance on communication also expands the attack surface of automated vehicle systems, introducing new
cybersecurity risks that can directly impact safety. As automated and cooperative vehicle technologies approach large-scale
deployment, understanding and addressing their cybersecurity vulnerabilities is essential. This study focuses on identifying and
analyzing cyber threats specific to autonomous and cooperative automated vehicles, highlighting the unique challenges they
present. By examining potential attack scenarios and system weaknesses, this study aims to raise awareness of cybersecurity
concerns and emphasize the need for robust, redundant, and resilient system designs in future vehicle automation architectures.
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Objectives

1. To identify the cyber security risks in automated vehicles.

2. To study security issues in vehicle-to-vehicle and vehicle-to-infrastructure communications.
3. To highlight the importance of a safe and reliable system design for automated vehicles.

Contribution of This Work

This study contributes to the growing body of research on vehicle automation and ITS security by systematically analysing the
cyber threats affecting both autonomous and cooperative automated vehicles. It highlights the attack vectors unique to cooperative
systems and emphasizes the need for robust security-by-design principles. By addressing these issues at an early stage of
technology development, this study aims to inform researchers, system designers, and policymakers, ultimately supporting the safe
and secure deployment of future automated transportation systems.

1.  Definitions And Assumptions

A. Definitions

Automated Vehicle (AV): A vehicle capable of performing driving functions, such as steering, braking, and acceleration, through
automated control systems with limited or no human intervention.

Autonomous Automated Vehicle: An automated vehicle that relies primarily on onboard sensors and internal processing
without continuous dependence on external communication.

Cooperative Automated Vehicle (CAV): An automated vehicle that utilizes vehicle-to-vehicle (V2V) and/or vehicle-to-
infrastructure (V2I/I2V) communication to enhance situational awareness and driving performance.

Intelligent Transportation Systems (I'TS): Systems that integrate communication, sensing, and control technologies to improve
transportation safety, efficiency, and mobility.

Cybersecurity: The protection of vehicle systems, networks, and data from unauthorized access, manipulation, or disruption.
Cyber-attack: A malicious action intended to compromise the confidentiality, integrity, or availability of vehicle systems or
communications.

B. Assumptions

1. Vehicles operate at a high level of automation, where control decisions are primarily made by onboard systems.

2. Cooperative automated vehicles have access to wireless V2V and V2I communication channels.

3. Automated vehicle systems operate under strict real-time and safety-critical constraints.

4. Adversaries are assumed to have access to wireless communication interfaces but not direct physical access to vehicle
hardware.

5. Cyber incidents are assumed to have the potential to affect vehicle safety and system performance.

2. Attacker Model

In this study, we considered a realistic attacker model that targets the electronic architecture of automated vehicles. The
attacker may operate remotely, locally, or with physical access to the vehicle and is assumed to have the capability to exploit
software vulnerabilities in externally exposed components, such as the head unit and communication control unit. Through
wireless interfaces, including cellular, Bluetooth, Wi-Fi, and V2X, a remote adversary may gain initial access and subsequently
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pivot to internal in-vehicle networks, such as CAN, FlexRay, or Ethernet. Owing to the limited authentication and trust
assumptions inherent in legacy in-vehicle communication protocols, an attacker can inject, modify, or replay messages, potentially
affecting both non-safety-critical and safety-critical ECUs. The model assumes no access to manufacturer cryptographic secrets
and excludes nation-state-level capabilities, focusing on practical and scalable attacks relevant to modern connected and automated
vehicles.

1. Attacker Goals

The attacker aims to compromise the confidentiality, integrity, or availability of automated vehicle systems to achieve the
following:

®  Manipulate vehicle behaviour (steering, braking, acceleration)

e Disrupt vehicle operation (Denial of Service)

e  Eavesdrop on or extract sensitive data (location, user data)

®  Gain persistent control over in-vehicle networks

®  Propagate attacks to other vehicles or infrastructure
2. Attacker Capabilities
We assume that the attacker has one or more of the following capabilities:

®  Network access to in-vehicle communication channels (CAN, FlexRay, Ethernet, MOST)
e  Ability to inject, modify, or replay messages on unsecured buses

e  (apability to exploit software vulnerabilities in ECUs

e  Knowledge of vehicle protocols, message formats, and ECU behavior

e Ability to compromise external interfaces (e.g., mobile device, wireless links)

®  Moderate computational resources (no need for physical supercomputers)

3.  Attacker Type

1.  Remote Attacker

A remote attacker exploits the wireless interfaces without physical access to the vehicle.
Entry points include:

®  Cellular (UMTS/LTE/5G) via the Communication Control Unit (CCU)
®  Bluetooth or Wi-Fi via the Head Unit (HU)
®  GPSor V2X (DSRC/C-V2X) interfaces
®  Mobile device pairing and companion applications
Potential impact:
®  Remote code execution on infotainment systems
e Pivoting from HU/CCU to CAN or Ethernet networks
®  Large-scale fleet attacks
2. Local (Proximity) Attacker

A local attacker requires close proximity but does not necessarily require physical access to the device.
Examples:

®  Bluetooth spoofing
e  Malicious Wi-Fi access points
e V2X message injection
Potential impact:
®  Unauthorized access to infotainment or telematics ECUs
e  Data exfiltration
e  Limited control over non-safety ECUs
3. Physical Attacker
A physical attacker has direct access to the vehicle.
Entry points include:
e  OBD-II port
®  Debug interfaces (UART, JTAG)
®  Direct ECU replacement or reflashing
Potential impact:
e  [ull CAN bus control
e ECU firmware modification
e  Long-term persistence
4. Mapping Attacker Model to Vehicle Architecture
The system architecture shown in Figure is used.
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The identified cyber-attacks were classified based on their target components and potential impact, as shown in Table I.
Table I Attack Classification for Automated and Cooperative Vehicles
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Methodology

This study adopts a systematic methodology to analyze cyber-attacks on the electronic architectures of automated
vehicles and evaluate their potential impact on safety and security. The methodology consists of four main phases: system
modeling, attack surface identification, attack execution and analysis, and impact assessment. First, the in-vehicle electronic
architecture is modeled based on a domain-oriented design comprising the powertrain, chassis and safety, body electronics, and
infotainment domains interconnected through CAN, FlexRay, and Ethernet networks. Key externally exposed components,
including the Head Unit (HU) and Communication Control Unit (CCU), are identified as primary gateways between external
interfaces and internal vehicle networks.

Second, potential attack surfaces are identified by analyzing the communication interfaces and trust relationships
between electronic control units (ECUs). This includes wireless interfaces such as cellular, Bluetooth, and vehicle-to-everything
(V2X), as well as physical access points such as the On-Board Diagnostics I (OBD-II) port. Based on the defined attacker model,
feasible attack vectors, such as message injection, spoofing, replay, and denial-of-service, are mapped to specific vehicle domains
and communication buses. Third, representative cyber-attacks are designed and executed in controlled experimental or simulated
environments. These attacks focus on exploiting the lack of authentication and integrity protection in in-vehicle networks to
demonstrate how a compromised infotainment or telematics ECU can influence other vehicle subsystems. The network traffic was
monitored and analyzed to observe the attack propagation across the ECUs. Finally, the impact of each attack is evaluated with
respect to confidentiality, integrity, and availability, with particular emphasis on safety-related consequences of the attack. The
results were used to assess the system resilience and identify the security weaknesses in the current vehicle architectures. Based on
these findings, mitigation strategies and design recommendations are discussed to enhance the cybersecurity of automated
vehicles.
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Security and Privacy Threats in Automated Vehicles: Autonomous vehicles integrate numerous sensors, ECUs, and in-vehicle
networks to enable automated driving, which introduces multiple security vulnerabilities. Attacks targeting in-vehicle
communication buses, infotainment systems, or telematics units can lead to unauthorized access, message manipulation, or denial
of service, potentially affecting safety-critical vehicle functions. In addition, compromised software components may allow
persistent control of the vehicle subsystems. From a privacy perspective, autonomous vehicles continuously generate and store
sensitive information, including location data, driving behavior, and user-related data, which can be exposed through insecure
onboard systems or backend services.

Security and Privacy Threats in Cooperative Automated Vehicles: Cooperative automated vehicles further expand the threat
landscape by enabling vehicle-to-vehicle and vehicle-to-infrastructure communication. Security threats in such environments
include false data injection, replay, and impersonation attacks on V2X messages, which can distort cooperative awareness and
decision making. A single malicious participant can influence multiple vehicles, thereby amplifying the attack’s impact. Privacy
risks are also increased because of the periodic broadcast of vehicle state information, allowing adversaries to correlate messages
over time and track vehicle movements. Consequently, cooperative systems require stronger protection mechanisms to ensure
secure communication and user privacy.

Conclusion

This study examines cyber security threats to automated vehicles and provides an initial idea of how serious these
threats are, along with ways to reduce them. This study is an early study that identifies the main challenges in building safe
automated vehicles and determines which problems should be addressed first. A key point is that both autonomous and cooperative
automated vehicles face similar threats, and similar strategies can help protect them. This study does not specify which type is
safer but demonstrates that security is crucial for both. Cooperative automated vehicles have additional sources of information that
can help verify whether the vehicle is functioning correctly and can detect attacks. However, these additional sources can also be
exploited by attackers. Therefore, vehicles should have multiple layers of information so that they can make correct decisions even
if one source is compromised. Systems should also be designed to handle attacks safely without causing serious problems. The
main goal of this study is to raise awareness of these cybersecurity issues and encourage further research on how to prevent them.
Among all threats, GNSS spoofing (faking GPS signals) and sending fake messages are the most dangerous. For autonomous
vehicles, GPS is critical for positioning on the map; therefore, faking GPS signals could cause the vehicle to move incorrectly and
endanger the passengers. Using secure GPS systems, such as SAASM hardware, can help, but these solutions are expensive and
restricted. For cooperative vehicles, fake messages are an additional threat. In addition to authentication to prevent outside
attacks, systems also need ways to detect misbehavior from inside the network or accidental errors. Adding misbehavior detection
may require software updates and changes to the existing vehicle security architecture, such as the ETSI reference model.

Future Work

Future research should focus on creating measurable risk assessment methods and validating cyber-attack scenarios
using simulations and testbeds. Standardized security frameworks, intrusion detection systems, and trust management
mechanisms must be developed specifically for cooperative automated vehicles. In addition, further studies on regulations and
policies are required to ensure the safe and secure large-scale deployment of automated transportation systems in the future.
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